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PowerEdge Servers Error and Event
Messages (EEMs)

Updated on: July/19/2025.

This Reference Guide has information about Error and Event Messages (EEMs) pertaining to 12G, 13G, 14G, 15G, 16G, and

17G PowerEdge servers. These EEMs are displayed on User Interface (Ul), Command-Line Interface (CLI), Rest API, and
sometimes stored in the data log files. EEMs are displayed or stored as a result of user action, automatic event occurrence, or
for data logging purposes. This Reference Guide lists EEMs pertaining to PowerEdge Servers programs such as iDRAC, iSM,
OpenManage tools, and OMSA. EEMs are prefixed with an event type to help in identification. For example PSU, STOR, and VLT
representing Power Supply Unit, Storage, and Voltage categories respectively.

This guide serves as a vital tool for IT administrators and support personnel to diagnose, respond to, and resolve system alerts
efficiently, ensuring optimal server performance and reliability. An EEM has three elements:

Message—Indicates the message, and possible causes, where available.

Recommended Response Action—Indicates the remedial tasks to be performed by you to resolve an issue. Where
applicable, the iIDRAC Ul, RACADM, or Redfish methods of resolving an issue are described .

e Detailed Description—Provides more information about the error or event, where available.
NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Here is a list of message categories that are provided in this guide along with their acronyms:
Topics:

. Alert category definition

¢ ACC—Accelerator Event Messages

*  AMP—Amperage Event Messages

¢ ASR—Auto System Reset Event Messages

* BAR—Backup/Restore Event Messages

. BAT—Battery Event Event Messages

«  BEZL—Bezel Air filter sensor Event Messages
¢ BIOS—BIOS Management Event Messages

«  BOOT—BOOT Control Event Messages

e CAPP—Application Event Messages

¢ CBL—Cable Event Messages

e CDEV—Devices Event Messages

. CDIS—Discovery Event Messages

»  CERT—Certificate Event Messages

¢ CFWS—Setup Event Messages

* CGEN—Generic Event Messages

« CGRP—Groups Event Messages

¢ CJOB—Job Event Messages

¢ CLIC—License Management Event Messages
*  CMC—Management Module Event Messages
¢ CMET—Metrics Event Messages

¢ CMON-—Monitoring Event Messages

* CMSC—Miiscellaneous Event Messages

¢ CMSSC—OpenManage Enterprise Integration for Microsoft System Center Event Messages
e CPU—Processor Event Messages

¢ CPUA—Processor Absent Event Messages

« CPWR—Power Configuration Event Messages
* CREP—Reports Event Messages

PowerEdge Servers Error and Event Messages (EEMs) 7



CSAE—SupportAssist Enterprise Event Messages
CSEC—Security Event Messages

CSFM—Smart Fabric Manager Event Messages
CTEM—Templates Event Messages
CTL—Storage Controller Event Messages
CUMP—Update Manager Plugin Event Messages
CUPD—Firmware Event Messages

CUSR—Users Event Messages

CXL—CXL devices Event Messages

DCI—Dry Contact Input Event Messages
DDCC—cloud unit Event Messages
DDCLO—cloud Event Messages
DDENC—encryption Event Messages
DDHDR—HD_RDB Event Messages
DDSMS—System management service Event Messages
DH—Certificate Management Event Messages
DIAG—Diagnostics Event Messages
DIS—Auto-Discovery Event Messages

DKM —Dell Key Manager Event Messages
DPU—Data Processing Unit Event Messages
ENC—Storage Enclosure Event Messages
EPP—Extended Power Performance Event Messages
FAN—Fan Event Event Messages

FC—Fibre Channel Event Messages
FCD—Feature Card Event Messages
FLDC—FIuid Cache Event Messages
FSD—Debug Event Messages

GMGR—Group Manager Event Messages
GPU—Graphics Processing Unit Event Messages
HMC—Host processor module Management Controller Event Messages
HPM—Host Processor Module Event Messages
HTR—Heater Manager Event Messages
HWC—Hardware Config Event Messages
IOID—IO Identity Optimization Event Messages
IOV—IO Virtualization Event Messages

IPA—IP Address Event Messages

ISM—IiDRAC Service Module Event Messages
JCP—Job Control Event Messages
LC—Lifecycle Controller Event Messages
LCPF—Liquid Cooling System Default Action power off Event Messages
LCPO—Liquid Cooling System Default Action UnGraceful Power Off Event Messages
LCS—Liquid Cooling System Event Messages
LIC—Licensing Event Messages

LNK—Link Status Event Messages

LOG—Log Event Event Messages
MEM—Memory Event Messages

NFAB—Fabric Event Messages

NIC—NIC Configuration Event Messages
NINT—Interface Event Messages

NLIN—Link Event Messages

NNOD—Node Event Messages

NNPA—Network Partition Event Messages
NSER—Server Event Messages

NVCH—Chassis Event Messages
NVCO—Common Event Messages

NVFA—Fabric Event Messages

PowerEdge Servers Error and Event Messages (EEMs)



NVFH—Network Validation Fabric Health Event Messages
NVIF—Interface Event Messages

NVNE—Network Event Messages

NVNO—Node Event Messages

NVRE—REST Event Messages

NVSE—Server Interface Event Messages
NVSU—Subscription Event Messages

NVTG—Topology Graph Event Messages

NVTP—Topology Event Messages

NVUP—Uplink Event Messages

OSD—OS Deployment Event Messages

OSE—OS Event Event Messages

PCI—PCI Device Event Messages

PCON-—pcard connectivity Event Messages

PDR—Physical Disk Event Messages

PFM—System Performance Event Event Messages
POW—Power Usage Event Messages

PR—Part Replacement Event Messages

PST—BIOS POST Event Messages

PSU—Power Supply Event Messages

PSUA—PSU Absent Event Messages

PWR—Power Usage Event Messages

RAC—RAC Event Event Messages

RDU—Redundancy Event Messages

RED—Firmware Download Event Messages

RFL—IDSDM Media Event Messages

RFLA—IDSDM Absent Event Messages

RFM—FlexAddress SD Event Messages

RRDU—IDSDM Redundancy Event Messages

RSI—Remote Service Event Messages
SAEP—StorageFabric Alert End Point Event Messages
SAFM—StorageFabric Alert Fabric Manager Event Messages
SALM—StorageFabric Lifecycle Manager Event Messages
SAZN—StorageFabric Alert Zone Event Messages
SCV—=Secured Component Verification Event Messages
SDK—IDRAC Extensibility SDK Event Messages
SDPM—Software Defined Persistent Memory Event Messages
SDS—Software Defined Storage Event Messages
SEC—Security Event Event Messages

SEKM—Secure Enterprise Key Management Event Messages
SEL—System Event Log Event Messages

SIOM—SAS IOM Event Messages

SPDM—Security Protocol and Data Model Event Messages
SRV—Support Assist Event Messages

SSD—SSD Devices Event Messages

STOR—Storage Event Messages

STS—System Thermal Shutdown Event Messages
SUP—Firmware Update Job Event Messages
SVAL—StorageFabric Validation Alert Event Messages
SVEP—StorageFabric Validation End Point Event Messages
SVFM—StorageFabric Validation Fabric Manager Event Messages
SVLC—StorageFabric Validation License Event Messages
SVLM—StorageFabric Validation Lifecycle Manager Event Messages
SVRA—StorageFabric Validation Rest App Event Messages
SVRC—StorageFabric Validation Rest CDC Event Messages
SVZN—StoragefFabric Validation Zone Event Messages

PowerEdge Servers Error and Event Messages (EEMs)
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¢ SWC—Software Config Event Messages
¢ SWU—Software Change Event Messages
«  SYS—System Info Event Messages

¢ THRM—Thermal Event Messages

«  TMP—Temperature Event Messages

e TMPS—Temperature Statistics Event Messages
e TST—Test Alert Event Messages

»  UEFI—UEFI Event Event Messages

¢ USR—User Tracking Event Messages

*  VDR—Virtual Disk Event Messages

*  VF—vFlash Media Event Messages

*  VFL—vFlash Event Event Messages

¢ VFLA—vFlash Absent Event Messages

e VLT—Voltage Event Messages

*  VME—Virtual Media Event Messages

*  VRM—Virtual Console Event Messages

«  WNS—Witness Server Event Messages

Alert category definition

e System Health: Represents all the alerts that are related to hardware within the system chassis. For example, temperature
errors, voltage errors, and device errors.

e Storage Health: Represents alerts that are related to the storage subsystem. For example, controller errors, hard drive
errors, and virtual drive errors.

e Configuration: Represents alerts that are related to hardware, firmware, and software configuration changes. For example,
PCl-e card added or removed, RAID configuration changed, and iDRAC license changed.

e Audit: Category represents the audit log. Examples include, user login/logout information, Password authentication failures,
session info, power states.

e Update: Represents alerts that are generated because of firmware or driver upgrades and downgrades. This does not
represent firmware inventory.

ACC—Accelerator Event Messages

ACCO0001

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message The Graphic Processing Unit (GPU) baseboard has saved log data related to critical events.

Detailed Description The Graphic Processing Unit (GPU) baseboard has saved log data related to critical events.

Recommended Collect the Technical Support Report (TSR) log data. To obtain more information about the GPU

Response Action baseboard critical events, select the GPU Debug option. All the critical events are bundled as a part of
the TSR log data.

Category System Health (ACC = Accelerator)

Severity Critical

Trap/EventID 3761

Redfish Event Type Alert

Applicable Event or iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Remote System Log, WS Eventing, Redfish
Alert Types Eventing*, LC Log*

Applicable Event or CMC—Not Applicable
Alert Types

10 PowerEdge Servers Error and Event Messages (EEMs)



ACC0002

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Arguments

Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ACC00035

The Graphics Processing Unit (GPU) Baseboard has detected arg1 GPUs that are incorrectly located.
The GPUs located in slots arg2 must be relocated.

e argl = Number
e arg?2 = Slot_Indexes

The Graphics Processing Unit (GPU) Baseboard has detected GPUs that are incorrectly located as
identified in the message. The GPUs located in slots as identified in the message must be relocated.

To relocate the GPUs to the compatible slots, contact the Technical Support team.

System Health (ACC = Accelerator)

Warning

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Arguments

Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ACCO0004

iDRAC has successfully configured arg1 SerDes retimers that operate in arg2.

e argl = Number
e arg2 = Mode

iDRAC has successfully configured the SerDes retimers on the GPU baseboard that operate in the
mode identified in the message.

No response action is required.

System Health (ACC = Accelerator)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Unable to configure the SerDes retimer because iDRAC is unable to communicate with the device.

iDRAC is unable to communicate with the SerDes retimer on the GPU baseboard and unable to set the
configuration mode.
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Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

Perform a server Cold Reboot operation in the iDRAC Ul by clicking Configuration > Power
Management > Power Control > Power Cycle System (cold boot). Or, run the following RACADM
command at the CLI: racadm serveraction powercycle. If the issue persists, contact your Technical
Support team.

System Health (ACC = Accelerator)

Warning

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

AMP—Amperage Event Messages

AMP0OS00

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments
Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMP0O301

The system board arg1 current is less than the lower warning threshold.
e argl = name
No detailed description available.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)
Warning

2178

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—rFilter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments
Detailed Description

Recommended
Response Action

Category
Severity
Trap/EventID
LCD Message

12

The system board arg1 current is less than the lower critical threshold.
e argl=name
No detailed description available.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)
Critical
2177

System board <name> current is outside of range. Contact Support
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Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMP0OS02

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Filter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID

LCD Message
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMP0303

The system board arg1 current is greater than the upper warning threshold.
e argl=name

Product documentation contains information on correct configuration. The failure could also be caused
by a faulty component or related cabling. System performance may be degraded.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)

Warning

2178

The system board <name> current is outside of range.
Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—rFilter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID

LCD Message
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

The system board arg1 current is greater than the upper critical threshold.
e argl = name

Product documentation contains information on correct configuration. The failure could also be caused
by a faulty component or related cabling. System performance may be degraded.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)

Critical

2177

System board <name> current is outside of range. Contact Support
Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—rFilter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*
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AMP0504

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventlID

LCD Message
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMPOS05

The system board arg1 current is outside of range.
e argl=name

Product documentation contains information on correct configuration. The failure could also be caused
by a faulty component or related cabling. System performance may be degraded.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)

Critical

2177

System board <name> current is outside of range. Contact Support
Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Filter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments
Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMPO306

The system board arg1 current is within range.
e argl = name
No detailed description available.

No response action is required.

System Health (AMP = Amperage)
Informational

2179

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log

CMC—rFilter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Arguments

Disk drive bay arg1 current is less than the lower warning threshold.

e argl=name

Detailed Description No detailed description available.
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Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMP0OS0/

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)
Warning

2178

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Filter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments
Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID

LCD Message
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMP0308

Disk drive bay arg1 current is less than the lower critical threshold.
e argl=name
No detailed description available.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)

Critical

2177

Disk drive bay <name> current is outside of range. Contact Support
Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—rFilter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Disk drive bay arg1 current is greater than the upper warning threshold.
e argl = name

Product documentation contains information on correct configuration. The failure could also be caused
by a faulty component or related cabling. System performance may be degraded.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)
Warning

2178

Alert
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Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMPOS09

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Filter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID

LCD Message
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMP0310

Disk drive bay arg1 current is greater than the upper critical threshold.
e argl=name

Product documentation contains information on correct configuration. The failure could also be caused
by a faulty component or related cabling. System performance may be degraded.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)

Critical

2177

Disk drive bay <name> current is outside of range. Contact Support
Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—rFilter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID

LCD Message
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

Disk drive bay arg1 current is outside of range.
e argl = name

Product documentation contains information on correct configuration. The failure could also be caused
by a faulty component or related cabling. System performance may be degraded.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)

Critical

2177

Disk drive bay <name> current is outside of range. Contact Support
Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—rFilter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*
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AMPO31

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments
Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventlID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMP0312

Disk drive bay arg1 current is within range.
e argl=name
No detailed description available.

No response action is required.

System Health (AMP = Amperage)
Informational

2179

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log

CMC—Filter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMPO3S15

System level current is less than the lower warning threshold.
No detailed description available.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)
Warning

2178

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category

Severity

System level current is less than the lower critical threshold.
No detailed description available.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)

Critical

PowerEdge Servers Error and Event Messages (EEMs) 17



Trap/EventID
LCD Message
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMP0314

2177
System level current is outside of range. Contact Support
Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMPOS15

System level current is greater than the upper warning threshold.

Product documentation contains information on correct configuration. The failure could also be caused
by a faulty component or related cabling. System performance may be degraded.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)
Warning

2178

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventlID

LCD Message
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

System level current is greater than the upper critical threshold.

Product documentation contains information on correct configuration. The failure could also be caused
by a faulty component or related cabling. System performance may be degraded.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)

Critical

2177

System level current is outside of range. Contact Support
Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable
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AMPOS16

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID

LCD Message
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMPO317

System level current is outside of range.

Product documentation contains information on correct configuration. The failure could also be caused
by a faulty component or related cabling. System performance may be degraded.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)

Critical

2177

System level current is outside of range. Contact Support
Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventlID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMPO0O3S18

System level current is within range.
No detailed description available.

No response action is required.

System Health (AMP = Amperage)
Informational

2179

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category

Chassis power level current is less than the lower warning threshold.
No detailed description available.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)
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Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMPO3S19

Warning
2178
Alert

iDRAC—Filter Visibility, SNMP Alert, Email Alert, Remote System Log, WS Eventing, Redfish
Eventing*, LC Log*, OS Log

CMC—Filter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMP0520

Chassis power level current is less than the lower critical threshold.
No detailed description available.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)
Critical

2177

Alert

iDRAC—Filter Visibility, SNMP Alert, Email Alert, Remote System Log, WS Eventing, Redfish
Eventing*, LC Log*, OS Log

CMC—rFilter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventlID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

20

Chassis power level current is greater than the upper warning threshold.

Product documentation contains information on correct configuration. The failure could also be caused
by a faulty component or related cabling. System performance may be degraded.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)
Warning

2178

Alert

iDRAC—Filter Visibility, SNMP Alert, Email Alert, Remote System Log, WS Eventing, Redfish
Eventing*, LC Log*, OS Log

CMC—Filter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*
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AMP0321

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMP0322

Chassis power level current is greater than the upper critical threshold.

Product documentation contains information on correct configuration. The failure could also be caused
by a faulty component or related cabling. System performance may be degraded.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)
Critical

2177

Alert

iDRAC—Filter Visibility, SNMP Alert, Email Alert, Remote System Log, WS Eventing, Redfish
Eventing*, LC Log*, OS Log

CMC—rFilter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventlID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMP0OS235

Chassis power level current is outside of range.

Product documentation contains information on correct configuration. The failure could also be caused
by a faulty component or related cabling. System performance may be degraded.

Review system power policy, check system logs for power related failures, and review system
configuration changes.

System Health (AMP = Amperage)
Critical

2177

Alert

iDRAC—Filter Visibility, SNMP Alert, Email Alert, Remote System Log, WS Eventing, Redfish
Eventing*, LC Log*, OS Log

CMC—rFilter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category

Chassis power level current is within range.
No detailed description available.

No response action is required.

System Health (AMP = Amperage)
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Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

AMP400

Informational
2179
Alert

iDRAC—Filter Visibility, SNMP Alert, Email Alert, Remote System Log, WS Eventing, Redfish
Eventing*, LC Log*, OS Log

CMC—Filter Visibility, SNMP Alert*, Email Alert*, Remote System Log*, LC Log*, Chassis Event
Proxy*

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Arguments

Detailed Description

Recommended
Response Action

Category

Severity

OMSA Event ID
Redfish Event Type

Applicable Event or
Alert Types

AMPA401

The arg1 sensor has failed, and the last recorded value by the sensor was arg2 A.

e argl = sensor name
e arg2 = current

The current sensor identified in the message has failed. This condition can cause system performance
issues and degradation in the monitoring capability of the system.

Check the Embedded System Management (ESM) Log for any sensor related faults. If there is a failed
sensor, replace the system board. For more information, contact your service provider.

System Health (AMP = Amperage)
Critical

5200

Not Applicable

No alerts are applicable for this message

@ NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments

Detailed Description

Recommended
Response Action

Category

Severity

OMSA Event ID
Redfish Event Type

Applicable Event or
Alert Types

22

Unable to read the arg1 sensor value.
e argl = sensor name

The current sensor identified in the message has failed. This condition can cause system performance
issues and degradation in the monitoring capability of the system.

Check the Embedded System Management (ESM) Log for any sensor related faults. If there is a failed
sensor, replace the system board. For more information, contact your service provider.

System Health (AMP = Amperage)
Warning

5201

Not Applicable

No alerts are applicable for this message
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AMP402

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Arguments

Detailed Description

Recommended
Response Action

Category

Severity

OMSA Event ID
OMSA Trap ID
Redfish Event Type

Applicable Event or
Alert Types

AMP403

The arg1 sensor returned to a normal state with a value of arg2 A.

e argl = sensor name
e arg?2 = current

The current sensor identified in the message has returned to a normal state.

No response action is required.

System Health (AMP = Amperage)
Informational

5202

5202

Not Applicable

No alerts are applicable for this message

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Arguments

Detailed Description

Recommended
Response Action

Category

Severity

OMSA Event ID
OMSA Trap ID
Redfish Event Type

Applicable Event or
Alert Types

AMP404

The arg1 sensor state has changed to a warning state with a value of arg2 A.

e argl = sensor name
e arg2 = current

The current sensor identified in the message is faulty or the current drawn by the system exceeds
the warning threshold. This condition can cause system performance issues and degradation in the
monitoring capability of the system.

Verify the Embedded System Management (ESM) Log for any sensor related faults. If there is a failed
sensor, replace the system board. For more information, contact your service provider. Otherwise,
change the warning threshold for the current sensor such that it corresponds to the hardware
configuration.

System Health (AMP = Amperage)
Warning

5203

5203

Not Applicable

No alerts are applicable for this message

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

The arg1 sensor detected an error with a value of arg2 A.
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Arguments

Detailed Description

Recommended
Response Action

Category

Severity

OMSA Event ID
OMSA Trap ID
Redfish Event Type

Applicable Event or
Alert Types

AMP405

e argl = sensor name
e arg?2 = current

The current sensor identified in the message is faulty or the current drawn by the system exceed
the critical threshold. This condition can cause system performance issues and degradation in the
monitoring capability of the system.

Review system power policy, check system logs for power related failures, and review system
configuration changes. For more information, contact your service provider.

System Health (AMP = Amperage)
Warning

5204

5204

Not Applicable

No alerts are applicable for this message

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Arguments

Detailed Description

Recommended
Response Action

Category

Severity

OMSA Event ID
OMSA Trap ID
Redfish Event Type

Applicable Event or
Alert Types

The arg1 sensor state has changed to a failed state with a value of arg2 A.

e argl = sensor name
e arg2 = current

The current sensor identified in the message may be faulty. This condition can cause system
performance issues and degradation in the monitoring capability of the system.

Check the Embedded System Management (ESM) Log for any sensor related faults. If there is a faulty
sensor, replace the system board. For more information, contact your service provider.

System Health (AMP = Amperage)
Critical

5205

5205

Not Applicable

No alerts are applicable for this message

ASR—Auto System Reset Event Messages

ASR0O000

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

24

The watchdog timer expired.

The operating system or potentially an application failed to communicate to the baseboard
management controller (BMC) within the timeout period.

Check the operating system, application, hardware, and system event log for exception events.
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Category

Severity
Trap/EventlID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ASRO001

System Health (ASR = Auto System Reset)
Critical

2233

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID

LCD Message
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ASR0002

The watchdog timer reset the system.

The operating system or an application failed to communicate to the baseboard management
controller (BMC) within the timeout period. The system was reset per the configured setting.

Check the operating system, application, hardware, and system event log for exception events.

System Health (ASR = Auto System Reset)
Critical

2233

The watchdog timer reset the system.
Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event

or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

The watchdog timer powered off the system.

The operating system or an application failed to communicate to the baseboard management
controller (BMC). The system powered off per the configured setting.

Check the operating system, application, hardware, and system event log for exception events.

System Health (ASR = Auto System Reset)
Critical

2233

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

PowerEdge Servers Error and Event Messages (EEMs) 25



ASR0O00S

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ASR0O008

The watchdog timer power cycled the system.

The operating system or an application failed to communicate to the baseboard management
controller (BMC). The system powered cycled per the configured setting.

Check the operating system, application, hardware, and system event log for exception events.

System Health (ASR = Auto System Reset)
Critical

2233

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventlID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ASR0O009

The watchdog timer interrupt was initiated.

The operating system or an application failed to communicate to the baseboard management
controller (BMC) within the timeout period. The BMC invoked a system interrupt. (IPMI sensor type
code 23h - offset 00h).

Check the operating system, application, hardware, and system event log for exception events.

System Health (ASR = Auto System Reset)
Critical

2233

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category

26

The system returned from a watchdog timer event.
The system is communicating to the baseboard management controller (BMC).

No response action is required.

System Health (ASR = Auto System Reset)
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Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ASRO100

Informational
Not Applicable
iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ASRO101

The BIOS watchdog timer reset the system.

The operating system or an application failed to communicate to the system board within the timeout
period. The system was reset per the configured setting. (IPMI sensor type code 23h offset 01h event
3:0 - 2h).

Check the operating system, application, hardware, and system event log for exception events.

System Health (ASR = Auto System Reset)
Critical

2233

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event

or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventlID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

The OS watchdog timer reset the system.

The operating system or an application failed to communicate within the timeout period. System was
reset. (IPMI sensor type code 23h offset 01 - event 3:0 - 3h if booting 4h if running).

Check the operating system, application, hardware, and system event log for exception events.

System Health (ASR = Auto System Reset)
Critical

2233

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable
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ASR0O102

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ASR0105

The OS watchdog timer shutdown the system.

The operating system or an application failed to communicate within the timeout period. The system
was shutdown. (IPMI sensor type code 23h offset - 02h event 3:0 - 4h).

Check the operating system, application, hardware, and system event log for exception events.

System Health (ASR = Auto System Reset)
Critical

2233

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventlID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ASR0104

The OS watchdog timer powered down the system.

The operating system or an application failed to communicate within the timeout period. The system
was powered down. (IPMI sensor type code 23h offset - 02h event 3:0 - 4h).

Check the operating system, application, hardware, and system event log for exception events.

System Health (ASR = Auto System Reset)
Critical

2233

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description
Recommended

Response Action

Category

28

The OS watchdog timer powered cycle the system.

The operating system or an application failed to communicate within the timeout period. The system
was powered cycled. (IPMI sensor 23h offset - 03h event 3:0 - 4h).

Check the operating system, application, hardware, and system event log for exception events.

System Health (ASR = Auto System Reset)
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Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ASRO105

Critical
2233
Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ASRO106

The OS watchdog timer powered off the system.

The operating system or an application failed to communicate within the timeout period. The system
was powered off. (IPMI sensor type code 23h offset - 02h event 3:0 - 4h).

Check the operating system, application, hardware, and system event log for exception events.

System Health (ASR = Auto System Reset)
Critical

2233

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventlID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

The OS watchdog timer expired.

The operating system or an application failed to communicate within the timeout period. No action
was taken. (IPMI sensor type code 23h - offset 00h event 3:0 - 4h).

Check the operating system, application, hardware, and system event log for exception events.

System Health (ASR = Auto System Reset)
Critical

2233

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable
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ASRO107/

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Severity
Trap/EventID
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ASR0108

The OS watchdog timer pre-timeout interrupt was initiated.

The operating system or an application failed to respond to a pre-notification with-in the timeout
period. (IPMI sensor type code 11h - offset O7h).

Check the operating system, application, hardware, and system event log for exception events.

System Health (ASR = Auto System Reset)
Critical

2233

Alert

iDRAC—Filter Visibility, IPMI Alert*, SNMP Alert, Email Alert, Remote System Log, WS Eventing,
Redfish Eventing*, LC Log*, OS Log, Power Off, Power Cycle, Reset

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

ASR200

The system returned from an OS watchdog timer event.
No detailed description available.

No response action is required.

System Health (ASR = Auto System Reset)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments

Detailed Description
Recommended

Response Action

Category

30

The watchdog timer expired at arg1.
e argl = day month date hh:mm:ss yyyy

The watchdog timer has expired at the date and time identified in the message, because iDRAC did
not receive a response within the specified time.

To determine the correct cause of the exception, contact your service provider.

System Health (ASR = Auto System Reset)
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Severity

OMSA Event ID
OMSA Trap ID
Redfish Event Type

Applicable Event or
Alert Types

ASR201

Critical

5006

5006

Not Applicable

No alerts are applicable for this message

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments

Detailed Description

Recommended
Response Action

Category

Severity

OMSA Event ID
Redfish Event Type

Applicable Event or
Alert Types

ASR202

The watchdog timer restarted the system at arg?.
e argl = day month date hh:mm:ss yyyy

The watchdog timer has restarted the system at the date and time identified in the message, because
the operating system has crashed or hung.

To determine the correct cause of the exception, contact your service provider.

System Health (ASR = Auto System Reset)
Critical

5006

Not Applicable

No alerts are applicable for this message

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Arguments

Detailed Description

Recommended
Response Action

Category

Severity

OMSA Event ID
Redfish Event Type

Applicable Event or
Alert Types

ASR203

The watchdog timer turned off the system at arg1.
e argl = day month date hh:mm:ss yyyy

The watchdog timer has turned off the system after the specified time at the date and time identified
in the message, because the operating system has crashed or hung.

To determine the correct cause of the exception, contact your service provider.

System Health (ASR = Auto System Reset)
Critical

5006

Not Applicable

No alerts are applicable for this message

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.
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Message
Arguments

Detailed Description

Recommended
Response Action

Category

Severity

OMSA Event ID
Redfish Event Type

Applicable Event or
Alert Types

ASR8500

The watchdog timer performed an AC power cycle on the system at arg1.
e argl = day month date hh:mm:ss yyyy

The watchdog timer has performed an AC power cycle on the system after the specified time at the
date and time identified in the message, because the operating system has crashed or hung.

To determine the correct cause of the exception, contact your service provider.

System Health (ASR = Auto System Reset)
Critical

5006

Not Applicable

No alerts are applicable for this message

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

Watchdog timer is disabled.

Watchdog timer is disabled. The watchdog timer is an internal mechanism used to monitor the
health of the Chassis Management Controller. The watchdog timer could be disabled as part of a
troubleshooting operation and can be enabled by restarting the Chassis Management Controller.

No response action required.

System Health (ASR = Auto System Reset)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

BAR—Backup/Restore Event Messages

BAROO1

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity

Redfish Event Type

32

Export System Profile requested.
A system profile export operation has been requested.

No response action is required.

Configuration (BAR = Backup/Restore)
Informational

Not Applicable
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Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROO2

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROOS

Validating vFlash Backup partition.
The system profile Backup partition detection operation is in progress.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event

or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROOA4

Preparing vFlash Backup partition.
The Backup partition is being created for storing the backup file.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Collecting Hardware Inventory information.
Hardware Inventory data is being collected and copied into the backup file.

No response action is required.
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Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROOS

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROOG

Collecting Lifecycle Controller data.
The Lifecycle Controller data is being collected and copied into the backup file.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROO/

Finalizing Backup file.
The system profile backup file is being finalized and closed.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

34

Export System Profile completed.
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Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROO8

System profile export operation is successfully completed.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROO9

Invalid Backup file passphrase provided.
The passphrase provided is invalid.

Verify the request parameters and retry. Check passphrase for rule validity. NOTE: A valid passphrase
contains 8 to 32 characters. It must include a combination of uppercase and lowercase letters,
numbers, and symbols without spaces.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

Valid vFlash media not present.
The vFlash media is not present on the system.

Insert the appropriate vFlash media in the designated vFlash portal, enable and initialize it, and retry.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable
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BARO10

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO11

Unable to create Backup partition on vFlash media.
The Backup partition creation operation did no complete successfully.

Make sure that the vFlash media is not write-protected. Enable and initialize the vFlash media, retry
backup. If that fails Try new vFlash media or use the Network Share option(s).

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO12

Unable to collect Hardware Inventory information.
Hardware Inventory data collection and export did not complete successfully.

Enter Lifecycle Controller GUI by pressing F10 during boot, and select exit and reboot option in the
GUI to instantiate the database, if Collect System Inventory on Restart (CSIOR) is not enabled. If the
hardware inventory database is present, restart the Integrated Remote Access Controller (iDRAC)and
retry.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category

36

Unable to collect Lifecycle Controller data.
Lifecycle Controller data collection and export has failed.

Do the following: 1) Download and apply the Dell Update Package (DUP) for Lifecycle Controller/
Unified Server Configurator (USC). 2) Run System Services to update the database if CSIOR is not
enabled. 3) Reboot the system and retry. If the issue persists after performing these operations,
download the Field Service Repair software and repair the Lifecycle Controller. Download and install
all the DUPs for Lifecycle Controller/USC, diagnostics, driver packs, and device firmware of all the
devices of the host system.

Configuration (BAR = Backup/Restore)
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Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO13

Informational
Not Applicable
iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO14

Host System Shutdown unsuccessful.
The request to shut the Host system down did not complete successfully.

Restart the Integrated Remote Access Controller (iDRAC) and retry the operation.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO15

Backup file or partition access error.

Unable to access the server profile Backup file and the operation cannot continue. This can be due to
a media error or loss of connectivity.

If using vFlash media replace media and try again. If a network share, make sure there is connectivity
to and existence of the destination.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Backup file data processing error.
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Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO16

The Backup file information was not properly processed and the operation cannot continue. This can
be due to resource constraints within the processing environment. If the network share is read only,
this error will be thrown also.

If this is backup to network share, check to make sure network share is read/write accessible. Restart
the Integrated Remote Access Controller (iDRAC) and retry the operation.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO1/

Import System Profile requested.
A system profile import operation has been requested.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

38

Backup file validation requested.
A system profile backup file validation has been requested.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

PowerEdge Servers Error and Event Messages (EEMs)



BARO18

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO19

Backup file validation completed.
A system profile backup file validation request has completed.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO20

Validating Restore operation, allow several minutes for this to complete.
A system profile backup file validation is in progress.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Restoring Lifecycle Controller data.
The Lifecycle Controller data is being imported from the backup file.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*
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Applicable Event or
Alert Types

BARO21

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO22

Insufficient space on network share.

The system profile export could not complete successfully as there is insufficient space on the
network share or connectivity was lost.

Delete files to free up 384 MB of space on the current network share, or specify another destination
that has enough space.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO23

System powering up to perform component updates.
The host system is powering up to perform component firmware and configuration restoration.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category

40

Starting component updates.
The process is entering the component update phase of the restore operation.

No response action is required.

Configuration (BAR = Backup/Restore)
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Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO24

Informational
Not Applicable
iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO25

Initializing Restore operation.
The restoration environment is being initialized.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO26

Restoring Component Firmware.
For each component with firmware, an update is in progress.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Restoring Component Configuration.

Detailed Description The configuration is being set for each component.
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Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO27

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO28

Host System Component Restore complete, shutting down Host System.
The component restoration on the host system is complete. The Host System will shutdown.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

42

Host System Component Restore completed with errors, shutting down Host System.

The component restoration on the host system has completed, but there were errors. The Host
System will shutdown.

View configuration data and request attributes update for the components or retry system profile
import.

Configuration (BAR = Backup/Restore)

Warning

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable
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BARO29

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROS0

Restoring Integrated Remote Access Controller firmware.
The Integrated Remote Access Controller firmware and configuration import is in progress.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROS1

Import System Profile Complete, restarting Integrated Remote Access Controller.
The import system profile is complete. iIDRAC restarts to complete restore.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

RESERVED.
RESERVED.
RESERVED.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*
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Applicable Event or
Alert Types

BAROS2

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROSS

Invalid system profile Backup file.
The system profile backup file validation did not complete successfully.

Do one of the following: 1) An incorrect passphrase may have been entered, correct the input and
retry the operation. 2) Download a valid backup image of the host system and retry. 3) Reboot the
Integrated Remote Access Controller (iDRAC) and retry. 4) Download a new firmware image for the
iDRAC and retry.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO34

Unable to Restore Lifecycle Controller data.
A Lifecycle Controller internal data import operation did not complete successfully.

Do the following: 1) Download and apply the Dell Update Package for Lifecycle Controller/Unified
Server Configurator (USC). 2) Run System Services to update the database if CSIOR is not enabled.
3) Reboot the system and retry the operation. If these response actions do not resolve the issue,
download the Field Service Repair software and repair the Lifecycle Controller. Download and install
all the DUPs for Lifecycle Controller/USC, diagnostics, driver packs, and device firmware of all the
devices of the host system.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

44

Unable to Restore Integrated Remote Access Controller firmware.

The Integrated Remote Access Controller(iDRAC) firmware import did not complete successfully.
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Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO35

Download the firmware for the Integrated Remote Access Controller(iDRAC) and apply it.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROS6

Unable to Restore Integrated Remote Access Controller configuration.
The Integrated Remote Access Controller (iDRAC) Configuration import did not complete successfully.

Manually reset the Integrated Remote Access Controller (iDRAC) configuration.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

System Reset or Lifecycle Controller Actions Canceled, System Profile Failure Recovery initiated.

A system profile import did not complete successfully and has left the system in an unusable state.
Attempting to setup the environment for normal operation.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable
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BAROS7/

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROS8

System Reset or Lifecycle Controller Actions Canceled, System Profile Failure Recovery completed.
Adjustments to Lifecycle and Integrated Remote Access Controller environments are complete.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROS9

Cancel.
Cancel the operation in progress.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

46

License not present.
The license required for operation is not present.

Use supported vFlash media and licensing for this feature, and try the operation again.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*
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Applicable Event or
Alert Types

BARO40

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BAROA41

Unable to access vFlash.
Access to the vFlash media is not possible, or has been denied.

Make sure the vFlash SD media is enabled, not write protected, and initialized. Retry the operation.

Configuration (BAR = Backup/Restore)

Critical

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message
Detailed Description

Recommended
Response Action

Category
Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO42

System Shutdown.
Shutting down host system.

No response action is required.

Configuration (BAR = Backup/Restore)

Informational

Not Applicable

iDRAC—Filter Visibility, Remote System Log, Redfish Eventing*, LC Log*

CMC—Not Applicable

NOTE: Event or Alert types that are enabled by default are identified using an asterisk (*) symbol in the Applicable Event
or Alert Types section.

Message

Detailed Description

Recommended
Response Action

Category

Lifecycle Controller Disabled.

Lifecycle Controller/System services are not available. There is another operation using the resources
at this time.

Wait for the other operation to release the resources, as indicated by the System Services option
presence and retry the operation.

Configuration (BAR = Backup/Restore)
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Severity
Redfish Event Type

Applicable Event or
Alert Types

Applicable Event or
Alert Types

BARO43

Informational
Not Applicable
iDRAC—Filter Visibilit